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ARMing the Enterprise with Active
Vulnerability Management™ Solutions.

Your security posture is the level of protection provided for the assets in your IT
environment. As an IT professional, you must maintain your security posture while
providing an available and performing infrastructure for your enterprise business
applications. Complex, rapidly changing network environments, the number and
sophistication of computer attacks, and changing government regulations and corporate
security policies make maintaining your security posture difficult.

Shavlik Technologies helps simplify complex network security and prevent security posture
drift by ARMing your enterprise with Shavlik Active Vulnerability Management™ solutions.
Shavlik solutions automatically and continuously assess, remediate, and manage patch
levels, spyware and NonBizWare™, and security configuration settings.

Most vulnerability management solutions today only assess vulnerabilities. Shavlik
Technologies provides a comprehensive solution that not only assesses vulnerabilities but

also automatically remediates and manages them.

Assess, Remediate, Manage

Use Shavlik patch management, spyware and blacklist application control (NonBizWare™),
and security configuration management technologies to assess, remediate, and manage

your network security.
Assess the current state of your enterprise environment.

» Identify patch level vulnerabilities and unauthorized configuration changes.

» ldentify unauthorized applications running on your network.

» Report noncompliance with technical policies, standards, and regulations.
Remediate vulnerabilities and exposures automatically in minutes rather than days.

» Patch operating systems and applications.

» Remove or disable spyware and unwanted applications.

» Configure security settings to comply with corporate policies and industry regulations.
Manage your security posture and prevent security posture drift.

» Report daily, weekly, and monthly on the latest threats and vulnerabilities.

» Actively monitor your network for new computers, vulnerabilities, and

configuration changes.

»  Quickly and easily provide executive-level reports demonstrating your

compliance with enterprise security policies.
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Keeping security patches up to date, remediating spyware,
removing unwanted or unapproved software, and enforcing
security configuration settings should be implemented
continuously, not just in response to problems. Shavlik
Technologies continuously and automatically compares the
security of every computer on your network to your enterprise
security policies. If there is an exposure, Shavlik solutions
automatically take action, remediating issues and quickly bringing

computers back in compliance.

Enhancing Microsoft Systems Management Server
and Windows Server Update Services

Shavlik solutions enhance and extend the platform support
provided by Microsoft Systems Management Server (SMS) and
Microsoft Windows Server Update Services (WSUS). Today SMS
and WSUS cover only a subset of Microsoft operating system and
server applications. Shavlik solutions expand this coverage to
include a broad array of the most widely-used Microsoft products
in your enterprise. Shavlik Active Vulnerability Management™
solutions also scan for and deploy patches to a number of third-

party applications and commonly-used free products.
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Simple, Fast Deployment

Shavlik solutions make network security easy to assess and
vulnerabilities easy to remediate to ensure you are Simply

Secure. You can download and install Shavlik solutions on your
existing hardware and run your first scan within 30 minutes. These
solutions quickly scan your network to identify every computer,
including computers you may not be aware of. Within an hour,
Shavlik solutions can complete remediation tasks that previously

took two system administrators the better part of a day.

Agent or Agentless — Manage Your Way

Shavlik solutions provide options for agent and/or agentless
architecture that allow you to manage your enterprise the way you
want. You can select an agentless architecture, an agent-based
architecture, or a mixed architecture. No matter which agent
implementation you choose, the simple, powerful, flexible, and
secure Shavlik architecture delivers the same rich vulnerability

management feature set.

Only Shavlik Technologies ARMs your enterprise with a solution
that automatically and continuously assesses, remediates, and
manages security vulnerabilities related to patch levels, spyware,
and security configuration settings. Use industry-leading solutions
from Shavlik Technologies to maintain your security posture and
prevent security posture drift. For more information about how
Shavlik solutions can help you protect your enterprise, go to

www.shavlik.com.
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